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Electronic Evidence Management by HR

With the rapid development of computers, network techniques, office automation and paperless
office, more and more parties in labor disputes supply electronic evidence such as emails,
internet chat records and video materials as evidence, and in some cases, these electronic
evidences form the most important and crucial evidence. Therefore, the key to success of a case
is the recognition of the weight of the electronic evidence. Dacheng Labor Law Team comb and
summarize many cases involving the electronic evidences we have handled and put forward the
following questions and our comments for your reference:

1. Email Notarization

Article 7 of Electronic Signature Law of the People’s Republic of China regulates: “No data
messages to be used as evidence shall be rejected simply because they are generated, dispatched,
received or stored by electronic, optical, magnetic or similar means.” Article 11 of Contract Law
of the People's Republic of China regulates: “Written form as used herein means any form which
renders the information contained in a contract capable of being reproduced in tangible form
such as a written agreement, a letter, or electronic text (including telegram, telex, facsimile,
electronic data interchange and e-mail).” Hence, if the content of the email can prove the facts of
a case, it can be used as evidence. On the other hand, there is a possibility of emails being
amended or tampered, thus the authenticity of the email becomes the crux in deciding the effect
of the evidence. Generally, in order meet the formal requirements as evidence and ensure the
authenticity, we need to apply for the notarization at the notary agencies.

2. Owner of the Email Address

In a labor dispute, whether the employer or the employee uses the notarized emails as evidence,
the first question confronted is how to determinate the true identity of the sender, the recipient
and the person who is carbon copied. How do we decide the owner of the relevant email address?
In many cases, one party in an action may deny that he or she is the owner of the email address
and he or she does not send or receive emails by using that address. Therefore, proving the
owner of the email address becomes the key issue.

In practice, we suggest that proving the owner can be ascertained by the following: firstly, the
business card of person involved and the email address printed on it strongly indicates that this is
the email address of the relevant person; secondly, the handling of other affairs with the same
email address, for instance, applying for the annual leave or overtime is another strong indication
of the owner of the email address. Further, from the HR management’s perspective, one
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cost-effective and low-risk way to prevent this issue is to specify the email address of the
employee when signing the employment contract.

3. Does an email acquired by the monitoring software infringe upon the right of privacy? And
can it become lawful evidence?

Article 68 of Provisions of the Supreme Peoples Court on Evidence in Civil Proceedings
regulates: “Evidence obtained by encroaching on lawful rights and interests of others or by
violating prohibitive provisions of the law shall not serve as the ground for ascertaining a case
fact.” We hold that if the email is acquired by the monitoring software without notice, it may
infringe on the right of privacy or other lawful rights and interests. The emails are illegal if
acquired by illegal monitoring software and shall not serve as the ground for ascertaining a case
fact.

We suggest, from the angle of HR management, if relevant emails and network activities need to
be monitored, it would be better to be explicitly stipulated in the employee handbook or other
internal rules or regulations to standardize the employee’s behaviors of network using by
informing the employees that the company will monitor and check relevant log records of
network activities and the disclosure of information via the company network by the employees
will not be deemed as personal information, thus not infringing on their personal privacy.

Case Study: Termination of a Senior Manager due to Serious Discipline
Violation by Using Emails as Evidence

In September, 2010, a foreign guarantee company (hereinafter referred to as the company) hired
Mr. Shen as its market director by signing a non-fixed employment contract with hundreds of
thousands as the annual salary. In March, 2012, the company fired Mr. Shen on the ground of
violating the internal rules of the company, which formulates: “the employee in service has the
obligation of non-compete. Any behavior of working for the third party is improper and will be
deemed to as serious discipline violation and the company shall have the right to terminate the
employment contract unilaterally.” During the arbitration and the litigation, the company
supplied many evidences. Aside from the employment contract, other evidences such as the
handbook, employee conduct code, Mr. Shen’s service for the third party, publication and
promotion the third party’s business, travel expense reimbursement application to the third
party’s company of Mr. Shen and his team, entrusting lawyers to review the commercial contract
for the third party are in the form of email body and attachments. In regard to this, the company
handed in five notarial certificates successively amounting over four hundred pages. The
handbook of the company regulates: “all the visit of the internet will be recorded in the log file
and will be the content subject to the company’s check and all the visit shall be used in
connection with the business activities. All the visit or disclosure of information will be deemed
to as exclusive of employee’s personal information or privacy.”

The attorney of the employee replied and rebutted as follows: the company did not fulfill the
procedure of public announcement of the handbook, so it had no binding effect on Mr. Shen. The
main and key evidences of the case were emails, and although they were notarized, thus meeting
the requirements of formality, the authenticity and legitimacy of the emails nevertheless could
not be determined. The reasons were that behaviors of the company installing the monitoring
software infringed on the right of privacy of the employee and the emails acquired via
monitoring were illegal. The notarial position was not at the notarial agency’s office and the
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computer used for notarization was not controlled by the notary beforehand. Further, the notary
did not check the computer’s hard disk to make sure it was “clean” and it had no connection with
the present case. Furthermore, the notary failed to confirm that the emails were collected in the
network environment. The attorney of the company emphasized that Mr. Shen, as a senior
manager, had participated in the whole process of formulation and promulgation of the handbook
and the company had sent emails to notify the handbook to Mr. Shen, which explicitly regulates
that all the visit shall be used in connection with the business activities. All the visit or
disclosures of information will be deemed to exclude an employee’s personal information or
privacy. The company had the right to monitor the network activities and check the log files; the
emails were notarized and Mr. Shen did not supply any other opposing evidence to challenge the
authenticity; the content of these emails corroborates with each other, which was enough to
prove the authenticity, legitimacy and effect of the emails.

In this case, both the arbitration commission and the court confirmed the validating effect of the
emails and deemed the termination as lawful. What we can draw from this case is that the
confirmation of email evidence is a systematical work, which needs specific rules in regard to
network using and monitoring, notarization of relevant emails and needs to form chains of email
evidence and with other supporting evidence. In light of this, it is difficult and costly to win the
case by electronic evidences, thus we suggest periodically preparing and reserving written
evidences for key documents like the handbook.

This newsflash is prepared by the Labor Law Team of Dacheng Law Offices. Members of the
Labor Law Team: Maggie Kong, Shane Luo, Novel Sun, Susan Shan, Kent Xu, Grace Yang,
Anderson Zhang and John Zhou. If you have any inquiries regarding the PRC employment law
matters, please contact us at laborlaw@dachenglaw.com.

Disclaimer: this newsflash is for reference only and does not constitute any legal advice. Readers
may contact us for legal advice on any particular issues. The copyright of the entire content is
owned by our team. Reproduction and distribution of this newsflash in whole or in part without
the written permission of our team is expressly prohibited and we reserve all legal rights.
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